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(57) ABSTRACT

A tactical GPS denial/denial detection system includes a plu
rality of GPS detection/denial devices, a gateway, and a com
puter management system. Each GPS detection/denial 
includes a GPS receiver for determining positional param
eters based on the GPS satellite signals, a GPS denier, which 
may be selectively activated, for disrupting reliable operation 
of GPS receivers, and a remote sensor interface adapted to 
extract the GPS parameters from the GPS receiver and to 
effectuate the activation of the GPS denier. The remote sensor 
interfaces and the gateway are communication nodes in an ad 
hoc wireless network. The gateway receives the GPS param
eters from the remote sensor interfaces and communicates 
instructions to the remote sensor interfaces to selectively 
activate the GPS deniers. The computer management system 
receives the extracted GPS parameters from the gateway and 
analyzes the GPS parameters to detect whether an active GPS 
denial device is present in the vicinity of the system.
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I. CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is a nonprovisional of, and claims 
priority under 35 U.S.C. §119(e) to Twitchell et al., U.S. 
Provisional Patent Application No. 60/595,233 filed Jun. 16, 
2005. The entire disclosure of this patent application is 
hereby incorporated herein by reference.

II. INCORPORATION BY REFERENCE

The present application hereby incorporates by reference: 
Twitchell U.S. Pat. No. 6,745,027 B2 (titled “Class Switched 
Networks for Tracking Articles”); Twitchell International 
Patent Application Publication No. WO 03/032501A2, which 
international patent application designated the United States 
and was published in English (titled “Network Formation in 
Asset-Tracking System Based on Asset Class”); Twitchell 
International Patent Application Publication No. WO 
03/098851 A l, which international patent application desig
nated the United States and was published in English (titled 
“LPRF Device Wake Up Using Wireless Tag”); Twitchell 
U.S. Patent Application Publication No. 2005/0093703 Al 
(titled “Systems and Methods Having LPRF Device Wake Up 
Using Wireless Tag”); Twitchell U.S. Patent Application Pub
lication No. 2005/0093702 A l (titled “Manufacture of LPRF 
Device Wake Up Using Wireless Tag”); and Twitchell U.S. 
Patent Application Publication No. 2004/0082296 A l (titled 
“Network Formation in Asset-Tracking System Based on 
Asset Class”).

III. COPYRIGHT STATEMENT

All of the material in this patent document is subject to 
copyright protection under the copyright laws of the United 
States and other countries. The copyright owner has no objec
tion to the facsimile reproduction by anyone of the patent 
document or the patent disclosure, as it appears in official 
governmental records but, otherwise, all other copyright 
rights whatsoever are reserved.

IV. BACKGROUND OF THE INVENTION

Satellite navigation systems, such as the system commonly 
known as the Global Positioning System (“GPS”), operated 
by the United States Department of Defense, are well known. 
Satellite navigation systems are used for determining a pre
cise location almost anywhere on Earth. In particular, GPS 
can be used by anyone, free of chaige, to make such determi
nations. For this reason, among others, satellite navigation 
systems are generically referred to hereinafter as GPS.

GPS is divided into three segments: space, control, and 
user. The space segment comprises the GPS satellite constel
lation. The control segment comprises ground stations around 
the world that are responsible for monitoring the flight paths 
of the GPS satellites, synchronizing the satellites’ onboard 
atomic clocks, and uploading data for transmission by the 
satellites. The user segment consists of GPS receivers used 
for both military and civilian applications.

The GPS system uses a satellite constellation of at least 24 
active satellites orbiting about 20,000 km above the Earth. 
Each satellite makes a complete orbit of the Earth every 12 
hours. Satellite positions are carefully calculated so that, from 
any point on the Earth, four or more of the satellites will be in
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direct line of sight to any location. Each satellite carries four 
atomic clocks so that the transmission time of the signals is 
known precisely. The flight paths of the satellites are mea
sured by five monitor stations around the world. A master 
control station processes their combined observations and 
sends updates to the satellites through monitor stations. The 
updates synchronize the atomic clocks on board each satellite 
to within one microsecond and also adjust the ephemeris of 
the satellites ’ internal orbital model to match the observations 
of the satellites from the ground.

GPS receivers calculate their current position, i.e., latitude, 
longitude, elevation, and the precise time using the process of 
trilateration. Trilateration involves measuring the distance to 
at least four satellites by comparing the satellites’ coded time 
signal transmissions. The receiver calculates the orbit of each 
satellite based on information encoded in its radio signal and 
measures the distance to each satellite based on the time delay 
from when the satellite signal was sent until it was received.

Once the location and distance of each satellite is known, 
the receiver should theoretically be located at the intersection 
of four imaginary spheres, one around each satellite, with a 
radius equal to the time delay between the satellite and the 
receiver multiplied by the speed of the radio signals.

In practice, GPS calculations are more complex for several 
reasons. One complication is that GPS receivers do not have 
atomic clocks, so the precise time is not known when the 
signals arrive. Fortunately, even the relatively simple clock 
within the receiver provides an accurate comparison of the 
timing of the signals from the different satellites. The receiver 
is able to determine exactly when the signals were received by 
adjusting its internal clock (and therefore the spheres’ radii) 
so that the spheres intersect near one point.

GPS is used for both military and civilian purposes. The 
primary military purposes are to allow improved command 
and control of forces through improved location awareness 
and to facilitate accurate targeting of smart bombs, cruise 
missiles, or other munitions. Civilians use GPS for location 
determination and navigation purposes. Low cost GPS 
receivers are widely available, combined in a bundle with a 
PDA or car computer. As such, the GPS system is used as a 
navigation aid in airplanes, ships and cars. The GPS system 
can also be used by computer controlled harvesters, mine 
trucks and other vehicles.

GPS signals can be affected by multipath issues, where 
radio signals reflect off surrounding terrain such as buildings, 
canyon walls, hard ground, etc. causing delay in when a signal 
reaches a receiver. This delay causes inaccuracy in position 
location. Multipath issues are particularly present in urban 
environments where a significant amount of obstructions are 
present. A variety of receiver techniques have been developed 
to mitigate multipath errors. For long delay multipath, the 
receiver itself can recognize the wayward signal and discard 
it. To address shorter delay multipath due to the signals 
reflecting off the ground, specialized antennas may be used. 
However, this form of multipath is harder to filter out as it is 
only slightly delayed as compared to the direct signal, thus 
causing effects almost indistinguishable from routine fluctua
tions in atmospheric delay.

Additionally, successful transmission of radio signals, 
including GPS signals, may be disrupted through the use of 
jamming technology. Devices making use of such technol
ogy, often referred to as “jammers,” can cause navigation and 
communication problems for radio signal receivers. Radio 
receivers can be jammed in simple ways, such as by transmit
ting radio frequency noise in the frequency spectrum in which 
the receiver operates. More sophisticated jammers use vari
ous techniques to alter radio signals like those being sent from
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satellites. Such techniques may include trying to attack 
modulation schemes, fooling a receiver into locking onto 
incorrect radio signals, or mixing signals that inhibit a 
receiver from demodulating the data of the signal. As used 
herein, the term “GPS deniers” or “GPS denial devices” shall 
generally refer collectively to GPS jammers, GPS repeaters 
(devices that rebroadcast or repeat GPS signals or GPS-like 
signals, thereby creating confusion for GPS receivers), GPS 
interrupters (devices that use such techniques as crossover 
bands and disruptive cancellation to interrupt GPS radio sig
nals from the GPS satellites), and all other devices that are or 
may be used to disrupt reliable operation of GPS receivers.

GPS is particularly vulnerable to signal disruption because 
GPS receivers are extremely sensitive. The receivers have to 
be sensitive to receive relatively weak signals from orbiting 
satellites. A relatively low-powered jammer, transmitting on 
the GPS frequency band, can overpower legitimate GPS sig
nals over a wide area—as much as a 100 kilometer circle at 
just 1 watt radiated power. GPS receivers are so sensitive that 
there have been documented situations of unintentional jam
ming. In one such situation three separate jamming signals 
were being generated by VHF/UHF television antenna 
preamplifiers. The signals from the preamplifiers were strong 
enough to completely jam GPS within a one-kilometer radius 
at sea leveh

Because the U.S. military relies heavily on GPS for loca
tion determination, the vulnerability of military GPS receiv
ers to being intentionally jammed is particularly criticah GPS 
jammers and other GPS denial devices may be used to deny 
signal acquisition and/or confuse a GPS receiver into giving 
erroneous results. Preventing the denial of GPS to troops in 
the field is potentially crucial in preventing causalities and 
carrying out successful military operations. Further exacer
bating the problem is the fact that GPS denial devices are 
difficult to detect and find. Accordingly, a system for detect
ing and/or locating such jammers is needed.

A related problem pertains to the use of jamming technol
ogy against an adversary while minimizing the effects of such 
use on one’s own GPS receivers. More specifically, j amming 
technology is often difficult to control, affecting friendly GPS 
receivers the same way as adversarial GPS receivers. If GPS 
jamming technology is being used anywhere in the vicinity, 
by a friendly party or an adversarial party, it may not be 
possible to rely on one’s GPS receivers, thus requiring 
friendly forces to operate with reduced accuracy or, perhaps 
worse, to operate under the impression that their GPS infor
mation is accurate when in fact it is not. Accordingly, a need 
exists for means to control the use of friendly GPS jamming 
technology such that the effects of the friendly GPS j ammers 
on one’s own GPS receivers are minimized and/or localized.

The foregoing issues highlight a further, over-arching 
problem, which relates to the need for an easily-deployable 
system capable of jamming, on a controllable, localized level, 
enemy GPS receivers while predicting areas in which friendly 
GPS receivers may be used safely. More particularly, the 
latter problem requires the ability to identify j amming effects 
caused by both enemy GPS jammers and friendly GPS jam
mers.

V. SUMMARY OF THE INVENTION

The present invention includes many aspects and features.
In a first aspect of the invention, a system for detecting a 

GPS denial device includes: a plurality of GPS receivers for 
receiving radio signals from GPS satellites, wherein each of 
the plurality of GPS receivers determines parameters based 
on the signals received from the GPS satellites, the param
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eters including positional parameters; a plurality of remote 
sensor interfaces, each remote sensor interface of the plurality 
of remote sensor interfaces being associated with a respective 
GPS receiver of the plurality of GPS receivers such that each 
remote sensor interface extracts the GPS parameters from a 
respective GPS receiver, wherein the plurality of remote sen
sor interfaces are communication nodes in an ad hoc wireless 
network; a gateway, serving as a communication node in the 
ad hoc wireless network, that receives the extracted GPS 
parameters from one or more of the plurality of remote sensor 
interfaces; and a computer management system, disposed in 
communication with the gateway, that receives the extracted 
GPS parameters from the gateway and compares the deter
mined GPS parameters with historical GPS parameters for 
the plurality of GPS receivers to detect whether an active GPS 
denial device is present in the vicinity of the system.

In a feature of this aspect, the parameters determined by the 
plurality of GPS receivers include positional parameters. The 
positional parameters may include latitude and longitude, and 
the may include non-positional GPS parameters, such as 
parameters pertaining to one or more GPS signals.

In another feature of this aspect, each GPS receiver of the 
plurality of GPS receivers is directly associated with a respec
tive remote sensor interface of the plurality of remote sensor 
interfaces. Each GPS receiver and the respective remote sen
sor interface with which it is directly associated may be 
integrated into a unitary component contained within a single 
housing, or each GPS receiver and the respective remote 
sensor interface with which it is directly associated may be 
physically separated from one another and contained in dif
ferent housings. Each GPS receiver and the respective remote 
sensor interface with which it is directly associated may be 
connected wirelessly, or each GPS receiver and the respective 
remote sensor interface with which it is directly associated 
may be connected by way of a cabled connection.

In yet another feature of this aspect, at least one remote 
sensor interface of the plurality of remote sensor interfaces 
includes a standards based radio. Further, the at least one 
remote sensor interface may include a Wake-Up Receiver. 
The Wake-Up Receiver is adapted receive a wireless wake-up 
signal and to activate the standards based radio in response 
thereto, and the gateway includes a Wake-Up Transmitter that 
is adapted to transmit a wireless wake-up signal to activate the 
standards based radio. Further, the gateway includes a stan
dards based radio adapted to communicate with the standards 
based radio of the at least one remote sensor. The standards 
based radio of the at least one remote sensor is adapted to 
communicate with the gateway via other remote sensor inter
faces using hopping.

In still another feature, the computer management system 
includes at least one server. The server may be physically 
co-located with the gateway, or the at least one server may be 
a central server communicatively connected to the gateway 
via an external network.

In still another feature, the system further includes a GPS 
denier, associated with one of the remote sensor interfaces, 
for disrupting reliable operation of GPS receivers. The GPS 
denier is adapted to be selectively activated. The GPS denier 
is associated with the remote sensor interface such that the 
remote sensor interface effectuates the activation of the GPS 
denier. The gateway communicates instructions to the remote 
sensor interface with which the GPS denier is associated in 
order to selectively activate the GPS denier. The computer 
management system controls the instructions communicated 
by the gateway, thereby selectively controlling the activation 
of the GPS denier.
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In a second aspect of the invention, a method for detecting 
a GPS denial device includes: receiving radio signals from 
GPS satellites; determining GPS parameters based on the 
received radio signals; transmitting the parameters; and com
paring determined GPS parameters to historical GPS param
eters to detect the presence of a GPS denial device.

In a feature of this aspect, the method further includes the 
step of providing a plurality of GPS receivers that each carry 
out the steps of receiving radio signals from GPS satellites 
and determining GPS parameters based on the received radio 
signals. The method further includes the step of providing a 
plurality of remote sensor interfaces that each carry out the 
step of transmitting the parameters. The step of providing a 
plurality of remote sensor interfaces may include the step of 
providing a plurality of remote sensor interfaces that each 
include a standards based radio that carries out the step of 
transmitting the parameters, and may include a step of pro
viding a plurality of remote sensor interfaces includes asso
ciating each remote sensor interface with a respective GPS 
receiver.

In another feature of this aspect, the step of transmitting the 
parameters includes transmitting the parameters via an ad hoc 
wireless network. Additionally, the method further includes 
the steps of: receiving the transmitted parameters at a gate
way; and communicating the received parameters from the 
gateway to a computer management system. The step of 
communicating the received parameters to a computer man
agement system includes communicating the received 
parameters via an external network.

In a third aspect of the invention, a method of determining 
the location of a GPS denial device includes: in an area of 
interest, deploying a plurality of GPS receivers, each inter
faced with a respective remote sensor interface, the remote 
sensor interfaces being communication nodes in an ad hoc 
wireless network; relaying GPS parameters from the plurality 
of GPS receivers to a computer management system via the 
ad hoc wireless network; assessing the relative accuracy of 
GPS parameters determined by at least two of the plurality of 
GPS receivers, the accuracy of the GPS parameters of one of 
the at least two GPS receivers being significantly greater than 
the accuracy of the GPS parameters of the other of the at least 
two GPS receivers; and determining at least an approximate 
direction, relative to one or more of the at least two GPS 
receivers, in which a GPS denial device is likely to be located, 
the determination being based on the relative accuracies of 
the at least two GPS receivers.

In a fourth aspect of the invention, a system for operating a 
GPS receiver in a GPS-adverse environment includes: a plu
rality of GPS receivers for receiving radio signals from GPS 
satellites, wherein each of the plurality of GPS receivers is 
adapted to determine parameters for itself based on the sig
nals received from the GPS satellites, the parameters includ
ing positional parameters, wherein at least one of the GPS 
receivers, defining a first set of GPS receivers, is able to 
accurately determine its positional parameters and at least 
one other of the GPS receivers, defining a second set of GPS 
receivers, is unable to determine its positional parameters 
accurately; a plurality of remote sensor interfaces, each 
remote sensor interface of the plurality of remote sensor 
interfaces being associated with and in electronic communi
cation with a respective GPS receiver of either the first set or 
second set of GPS receivers such that each remote sensor 
interface is adapted to extract the GPS parameters from a 
respective GPS receiver, wherein the plurality of remote sen
sor interfaces are communication nodes in an ad hoc wireless 
network such that each of said plurality of remote sensor 
interfaces is in electronic communication with the other
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remote sensor interfaces of the plurality of remote sensor 
interfaces; and a computer management system that identifies 
a GPS receiver that is not accurately determining its posi
tional parameters, and in response, causes GPS information 
to be provided from a selected GPS receiver in the first set of 
GPS receivers to the identified GPS receiver; whereby the 
identified GPS receiver is adapted to determine its positional 
parameters accurately using the at least the GPS information 
provided from the selected GPS receiver in the first set of GPS 
receivers.

In a feature of this aspect, the computer management sys
tem is co-located with identified GPS receiver at the remote 
sensor interface associated therewith.

In another feature of this aspect, the computer management 
system is co-located with selected GPS receiver, of the first 
set of GPS receivers, at the remote sensor interface associated 
therewith.

In yet another feature of this aspect, the computer manage
ment system is located remotely from the remote sensor inter
faces.

In still another feature of this aspect, the system further 
includes a gateway, serving as a communication node in the 
ad hoc wireless network, that is adapted to receive the 
extracted GPS parameters from one or more of the plurality of 
remote sensor interfaces. Additionally, the computer manage
ment system is co-located with the gateway.

In still another feature of this aspect, the computer man
agement system is adapted to identify the GPS receiver that is 
not accurately determining its positional parameters by 
receiving the extracted GPS parameters from the identified 
receiver and comparing the determined GPS parameters with 
historical GPS parameters for the identified GPS receiver.

In still another feature of this aspect, the GPS information 
includes at least one of Ephemeris information, Almanac 
information, GPS time information, approximate location 
information, and information on GPS satellites that should be 
in view of the identified GPS receiver.

In still another feature of this aspect, each remote sensor 
interface includes a standards based radio adapted for trans
mitting and receiving the GPS information. Additionally, the 
at least one remote sensor interface includes a Wake-Up 
Receiver, and the Wake-Up Receiver is adapted receive a 
wireless wake-up signal and to activate the standards based 
radio in response thereto.

In a fifth aspect of the invention, a method for determining 
a location of a GPS receiver in a GPS-adverse environment 
includes: providing a plurality of GPS receivers, each inter
faced with a respective remote sensor interface, the remote 
sensor interfaces being communication nodes in an ad hoc 
wireless network; determining the locations of a first set of 
GPS receivers using radio signals received from GPS satel
lites; communicating GPS information, via the ad hoc wire
less network, from one or more GPS receiver of the first set of 
GPS receivers to an identified GPS receiver that is unable to 
determine GPS parameters from GPS radio signals received 
from GPS satellites; and determining the locations of the 
identified GPS receiver using the GPS information from the 
one or more GPS receiver of the first set of GPS receivers.

In a sixth aspect of the invention, a selective GPS denial 
system includes: a plurality of GPS deniers for disrupting 
reliable operation of GPS receivers, wherein each of the plu
rality of GPS deniers may be selectively activated; a plurality 
of remote sensor interfaces, each remote sensor interface of 
the plurality of remote sensor interfaces being associated with 
a respective GPS denier of the plurality of GPS deniers such 
that each remote sensor interface effectuates the activation of 
a respective GPS denier, wherein the plurality of remote
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sensor interfaces are communication nodes in an ad hoc wire
less network; a gateway, serving as a communication node in 
the ad hoc wireless network, that communicates instructions 
to one or more of the plurality of remote sensor interfaces to 
selectively activate the GPS denier respectively associated 
therewith; and a computer management system, disposed in 
communication with the gateway, that controls the instruc
tions communicated by the gateway, thereby selectively con
trolling which GPS deniers, of the plurality of GPS deniers, 
are activated.

In a feature of this aspect, at least one of the GPS deniers is 
a GPS jammer, a GPS repeater and/or a GPS signal interrup
tion device.

In another feature of this aspect, each GPS denier of the 
plurality of GPS deniers is directly associated with a respec
tive remote sensor interface of the plurality of remote sensor 
interfaces. Additionally, each GPS denier and the respective 
remote sensor interface with which it is directly associated 
may be integrated into a unitary component contained within 
a single housing, or each GPS denier and the respective 
remote sensor interface with which it is directly associated 
may be physically separated from one another and contained 
in different housings. Moreover, each GPS denier and the 
respective remote sensor interface with which it is directly 
associated may be connected wirelessly, or each GPS denier 
and the respective remote sensor interface with which it is 
directly associated may be connected by way of a cabled 
connection.

In yet another feature of this aspect, at least one remote 
sensor interface of the plurality of remote sensor interfaces 
includes a standards based radio. Additionally, the at least one 
remote sensor interface includes a Wake-Up Receiver. More
over, the Wake-Up Receiver is adapted receive a wireless 
wake-up signal and to activate the standards based radio in 
response thereto, and the gateway includes a Wake-Up Trans
mitter that is adapted to transmit a wireless wake-up signal to 
activate the standards based radio. In this regard, the gateway 
includes a standards based radio adapted to communicate 
with the standards based radio of the at least one remote 
sensor. Further, the standards based radio of the at least one 
remote sensor is adapted to communicate with the gateway 
via other remote sensor interfaces using hopping.

In still another feature of this aspect, the computer man
agement system includes one or more servers. Further, at least 
one server may be physically co-located with the gateway, or 
at least one server may be a central server communicatively 
connected to the gateway via an external network.

In still another feature of this aspect, the system further 
includes a GPS receiver, associated with one of the remote 
sensor interfaces, for receiving radio signals from GPS satel
lites and determining parameters based on the signals 
received from the GPS satellites, the parameters including 
positional parameters. Further, the GPS receiver is associated 
with the remote sensor interface such that the remote sensor 
interface extracts the GPS parameters from the GPS receiver. 
The gateway receives the extracted GPS parameters from the 
remote sensor interface, and the computer management sys
tem receives the extracted GPS parameters from the gateway 
and compares the determined GPS parameters with historical 
GPS parameters for the GPS receiver to detect whether an 
active GPS denial device is present in the vicinity of the GPS 
receiver.

In a seventh aspect of the invention, a method for selective 
GPS denial includes: disposing at least a portion of a selective 
GPS denial system in an area of interest, the selective GPS 
denial system including (i) a plurality of remote sensor inter
faces, each of which is associated with a GPS denier, that
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form the communication nodes in an ad hoc wireless network, 
and (ii) a computer management system that communicates 
instructions to one or more of the plurality of remote sensor 
interfaces to selectively activate the GPS denier respectively 
associated therewith; determining the location of each of the 
plurality of remote sensor interfaces within the area of inter
est; identifying one or more regions within the area of interest 
in which GPS denial is desired; transmitting instructions to 
selected ones of the plurality of remote sensor interfaces, in 
the identified regions, to activate the respective GPS deniers 
associated therewith; and at each of the selected ones of the 
plurality of remote sensor interfaces, in response to receiving 
the transmitted instructions, activating the GPS denier asso
ciated therewith, thereby causing GPS denial in the identified 
regions.

In a feature of this aspect, the method further includes the 
step of establishing a corridor of operation in which GPS 
parameters may be determined accurately based on the loca
tion of the identified regions.

In an eighth aspect of the invention, a tactical GPS denial/ 
denial detection system includes: a plurality of GPS detec
tion/ denial devices, each having (i) a GPS receiver for receiv
ing radio signals from GPS satellites and determining 
parameters based on the signals received from the GPS sat
ellites, the parameters including positional parameters, (ii) a 
GPS denier for disrupting reliable operation of GPS receiv
ers, wherein the GPS denier may be selectively activated, and 
(iii) a remote sensor interface adapted to extract the GPS 
parameters from the GPS receiver and to effectuate the acti
vation of the GPS denier, (iv) wherein the plurality of remote 
sensor interfaces are communication nodes in an ad hoc wire
less network; a gateway, serving as a communication node in 
the ad hoc wireless network, that receives the extracted GPS 
parameters from one or more of the plurality of remote sensor 
interfaces and that communicates instructions to one or more 
of the plurality of remote sensor interfaces to selectively 
activate the GPS denier respectively associated therewith; 
and a computer management system, disposed in communi
cation with the gateway, that receives the extracted GPS 
parameters from the gateway and analyzes the GPS param
eters to detect whether an active GPS denial device is present 
in the vicinity of the system, and further that controls the 
instructions communicated by the gateway, thereby selec
tively controlling which GPS deniers, of the plurality of GPS 
deniers, are activated.

In a ninth aspect of the invention, a method of deploying a 
GPS denial/denial detection system includes: deploying a 
plurality of a plurality of GPS detection/denial devices in an 
area of interest, each having (i) a GPS receiver for receiving 
radio signals from GPS satellites and determining parameters 
based on the signals received from the GPS satellites, the 
parameters including positional parameters, (ii) a GPS denier 
for disrupting reliable operation of GPS receivers, wherein 
the GPS denier may be selectively activated, (iii) a remote 
sensor interface adapted to extract the GPS parameters from 
the GPS receiver and to effectuate the activation of the GPS 
denier, (iv) wherein the plurality of remote sensor interfaces 
are communication nodes in an ad hoc wireless network; 
assessing the area of interest for adversarial GPS denial 
devices using the plurality of GPS receivers and the ad hoc 
wireless network; based on the assessment, determining a 
tactical operation to be carried out against at least one adver
sarial GPS denial device; and selectively activating, using the 
ad hoc wireless network, one or more of the plurality of GPS 
deniers based on the determined tactical operation.

In a feature of this aspect, the method further includes the 
step of, after carrying out the determined tactical operation,
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reassessing the area of interest for adversarial GPS denial 
devices using the plurality of GPS receivers and the ad hoc 
wireless network.

In another feature of this aspect, the method further 
includes the step of establishing a corridor of operation in 
which GPS parameters may be determined accurately based 
on the locations of the activated GPS deniers, thereby facili
tating tactical operations using the established corridor.

In addition to the aforementioned aspects and features of 
the present invention, it should be noted that the present 
invention further includes the various possible combinations 
of such aspects and features.

VI. BRIEF DESCRIPTION OF THE DRAWINGS

One or more embodiments of the present invention will be 
described in detail with reference to the accompanying draw
ings which are briefly described below, and wherein the same 
elements are referred to with the same reference numerals.

FIG. l i s a  block diagram of a GPS denier detection system 
in accordance with a preferred embodiment of the present 
invention;

FIG. 2 is a block diagram of another GPS denier detection 
system;

FIG. 3 is a block diagram of an exemplary GPS-RSI foruse 
in the system of FIG. 1;

FIG. 4 is a block diagram of yet another GPS denier detec
tion system;

FIG. 5 is a block diagram of an exemplary gateway for use 
in the system of FIG. 1;

FIG. 6 illustrates a first operational mode in which a detec
tion system is used to detect the presence of a GPS denial 
device in an area of interest;

FIG. 7 illustrates a second operational mode in which a 
detection system is used to detect the presence of a GPS 
denial device in an area of interest;

FIG. 8 illustrates a third operational mode in which a 
detection system is used to detect the presence or direction of 
a GPS denial device, in an area of interest, utilizing network 
assistance in calculating GPS parameters;

FIG. 9 is a block diagram of a GPS denial system in 
accordance with another alternative preferred embodiment of 
the present invention;

FIG. 10 is a block diagram of an exemplary denial RSI for 
use in the system of FIG. 9;

FIG. 11 is a block diagram of an exemplary gateway for use 
in the system of FIG. 9;

FIG. 12 illustrates a fourth operational mode in which a 
GPS denier system is used to control selected GPS denier 
RSIs;

FIGS. 13 and 14 are block diagrams of a combined GPS 
detection/denial management system in accordance with 
another preferred embodiment of the present invention; and

FIGS. 15-18 illustrate an exemplary seventh operational 
mode in which a combined GPS detection/denial manage
ment system is deployed and utilized as a tactical measure.

VII. DETAILED DESCRIPTION

As a preliminary matter, it will readily be understood by 
one having ordinary skill in the relevant art (“Ordinary Arti
san”) that the present invention has broad utility and applica
tion. Furthermore, any embodiment discussed and identified 
as being “preferred” is considered to be part of a best mode 
contemplated for carrying out the present invention. Other 
embodiments also may be discussed for additional illustrative 
purposes in providing a full and enabling disclosure of the
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present invention. Moreover, many embodiments, such as 
adaptations, variations, modifications, and equivalent 
arrangements, will be implicitly disclosed by the embodi
ments described herein and fall within the scope of the present 
invention.

Accordingly, while the present invention is described 
herein in detail in relation to one or more embodiments, it is 
to be understood that this disclosure is illustrative and exem
plary of the present invention, and is made merely for the 
purposes of providing a full and enabling disclosure of the 
present invention. The detailed disclosure herein of one or 
more embodiments is not intended, nor is to be construed, to 
limit the scope of patent protection afforded the present 
invention, which scope is to be defined by the claims and the 
equivalents thereof. It is not intended that the scope of patent 
protection afforded the present invention be defined by read
ing into any claim a limitation found herein that does not 
explicitly appear in the claim itself.

Thus, for example, any sequence(s) and/or temporal order 
of steps of various processes or methods that are described 
herein are illustrative and not restrictive. Accordingly, it 
should be understood that, although steps of various pro
cesses or methods may be shown and described as being in a 
sequence ortemporal order, the steps of any such processes or 
methods are not limited to being carried out in any particular 
sequence or order, absent an indication otherwise. Indeed, the 
steps in such processes or methods generally may be carried 
out in various different sequences and orders while still fall
ing within the scope of the present invention. Accordingly, it 
is intended that the scope of patent protection afforded the 
present invention is to be defined by the appended claims 
rather than the description set forth herein.

Additionally, it is important to note that each term used 
herein refers to that which the Ordinary Artisan would under
stand such term to mean based on the contextual use of such 
term herein. To the extent that the meaning of a term used 
herein—as understood by the Ordinary Artisan based on the 
contextual use of such term—differs in any way from any 
particular dictionary definition of such term, it is intended that 
the meaning of the term as understood by the Ordinary Arti
san should prevail.

Furthermore, it is important to note that, as used herein, “a” 
and “an” each generally denotes “at least one,” but does not 
exclude a plurality unless the contextual use dictates other
wise. Thus, reference to “a picnic basket having an apple” 
describes “a picnic basket having at least one apple” as well as 
“a picnic basket having apples.” In contrast, reference to “a 
picnic basket having a single apple” describes “a picnic bas
ket having only one apple.”

When used herein to join a list of items, “or” denotes “at 
least one of the items,” but does not exclude a plurality of 
items of the list. Thus, reference to “a picnic basket having 
cheese or crackers” describes “a picnic basket having cheese 
without crackers”, “a picnic basket having crackers without 
cheese”, and “a picnic basket having both cheese and crack
ers.” Finally, when used herein to join a list of items, “and” 
denotes “all of the items of the list.” Thus, reference to “a 
picnic basket having cheese and crackers” describes “a picnic 
basket having cheese, wherein the picnic basket further has 
crackers,” as well as describes “a picnic basket having crack
ers, wherein the picnic basket further has cheese.”

Referring now to the drawings, the preferred embodiments 
of the present invention are next described. The following 
description of the preferred embodiment(s) is merely exem
plary in nature and is in no way intended to limit the invention, 
its application, or uses.
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FIG. l i s a  block diagram of a GPS denier detection system 
10 in accordance with a preferred embodiment of the present 
invention. The detection system 10 comprises a plurality of 
remote sensor interfaces, each of which includes a GPS 
receiver integral therewith (each a “GPS-RSI”) 20, at least 
one gateway 40, an external network 16 and a computer 
management system 14. The GPS-RSIs 20 and the gateway 
40 each comprise a communication node in one or more ad 
hoc wireless networks, some of which are described further 
hereinbelow.

In at least one embodiment, the computer management 
system 14 primarily includes a server, and although different 
computer management system arrangements may be utilized, 
all arrangements will generally be referred to hereinafter as a 
“server.”Further, as shown in the detection system 110 of FIG.
2, the server 14 may be physically co-located with the gate
way 40, thereby foregoing the need for an external network 
connecting the gateway 40 to the server 14. The combination 
of a gateway 40 with a server 14 in a unitary component is 
sometimes referred to as a “gateway controller.”

Turning now to FIG. 3, a GPS-RSI 20 according to the 
present invention is diagrammatically shown to include: a 
Wake-Up Receiver 22 for receiving wireless signals, a GPS 
receiver 24 for calculating the position of the GPS-RSI 20 and 
thus the position of the individual or equipment carrying the 
GPS-RSI 20, a standards based radio 26 for two-way wireless 
communications with, for example, one or more other GPS- 
RSIs 20 and/or one or more gateways 40, and an electrical 
power source 28, such as a battery. As shown in FIGS. 1 and
3, the GPS receiver 24 is incorporated directly into the GPS- 
RSI 20, and as such a separate interface between the respec
tive devices is not illustrated. Alternatively, a GPS receiver 24 
may be physically separated from, but associated with, the 
other portions of a GPS-RSI 20, thereby providing generally 
similar functionality to the arrangement depicted in FIGS. 1 
and 2. Such an arrangement is shown in the detection system 
210 of FIG. 4. In this regard, the GPS receiver 24 and the other 
portions of the GPS-RSI 20 may be contained in separate 
housings, and electronic communication between the GPS 
receiver 24 and the other portions of the GPS-RSI 20 are 
exchanged wirelessly in some embodiments of the invention 
and by way of a cabled connection in other embodiments.

Optionally, the GPS-RSI 20 may further include a sensor 
interface 30 for acquiring data from one or more sensors 
associated with the GPS-RSI 20. Insofar as the GPS-RSI 20 is 
associated with military equipment and personnel assets, 
such individual soldiers, operational units or vehicles or other 
equipment carrying or supporting personnel or equipment, 
the GPS-RSI 20 preferably is capable of interfacing with 
sensors that, for example, monitor the assets, environmental 
characteristics of the assets, and/or geographical locations of 
the assets. In some embodiments, such sensors may actually 
be included within the GPS-RSI 20; in other embodiments, 
such sensors may be external to the GPS-RSI 20 but never
theless disposed in electronic communication with the sensor 
interface for data exchange therebetween. Electronic commu
nication between the sensor interface and a sensor is 
exchanged wirelessly in some embodiments of the invention 
and by way of a cabled connection in other embodiments. In 
at least one embodiment, the sensor interface comprises a 
multi-conductor connector, such as a ribbon cable, that passes 
from the interior of an GPS-RSI 20 and to an external sensor, 
sensor array, or docking station that receives the GPS-RSI 20. 
Exemplary sensors include, but are not limited to, electronic 
seals, magnetic seals, cameras, microphones, temperature 
sensors, humidity sensors, radiation sensors, and motion sen
sors.

11
In order to reduce unnecessary power consumption, the 

standards based radio 26, which has a relatively high power 
consumption rate when active, is generally dormant until 
awakened. The Wake-Up Receiver 22, which has a relatively 
low power consumption rate compared to that of the stan
dards based radio 26, generally remains active for detecting 
incoming wireless wake-up signals. Upon receipt of a wake- 
up signal intended for the GPS-RSI 20, the Wake-Up 
Receiver 22 generally wakes-up the standards based radio 26 
for receiving and transmitting data via the standards based 
radio 26. Those components of the GPS-RSI 20 that consume 
relatively high amounts of power thereby are generally active 
only when needed.

The Wake-up Receiver 22 includes components for receiv
ing wireless wake-up signals. The Wake-Up Receiver 22 is 
generally similar in function to the “WT Component” 
described in detail, for example, in incorporated International 
Patent Application Publication No. WO 03/098851 A1 (and 
which international application entered the U.S. national 
phase and published as U.S. Patent Application Publication 
No. US 2005/0215280, also incorporated herein by refer
ence). The Wake-Up Receiver 22 moreover has been occa
sionally referred to as a “tag tum-on circuit,” a “TTOC” or a 
“Wake-Up Rx.” The process for determining whether to 
wake-up the standards based radio of the GPS-RSI 20 fur
thermore may include a number of steps that are performed in 
a particular sequence, especially if the GPS-RSI 20 is dis
posed in a noisy radio-frequency (RF) environment. For 
example, such a wake-up sequence is described in the disclo
sure of U.S. patent application Ser. No. 11/421,321, which 
published as U.S. Patent Application Publication No. 2006/ 
0269633, each of which is hereby incorporated herein by 
reference.

Reduction in unnecessary power consumption may also be 
achieved by utilizing common designation ad hoc networks 
such as, for example, class-based networks. Common desig
nation networking is disclosed, for example, in U.S. patent 
application Ser. No. 11/161,539, which published as U.S. 
Patent Application Publication No. 2006/0023678 A l, each 
of which is hereby incorporated herein by reference.

Turning now to FIG. 5, a gateway 40 may include: a Wake- 
Up Transmitter 42 for transmitting wireless signals, a stan
dards based radio 26 for two-way wireless communications 
with one or more GPS-RSIs 20 and/or one or more other 
gateways 40, and an electrical power source 48, such as a 
battery. The gateway 40 may also include a GPS receiver 24 
for calculating the position of the gateway 40 and/or a sensor 
interface 30 for acquiring data from one or more sensors 
associated with the gateway 40.

The Wake-Up Transmitter 42 includes components for 
transmitting wireless wake-up signals. The Wake-Up Trans
mitter 42 has occasionally been referred to as a “tag tum-on,” 
a “TTO” or a “Wake-Up Tx,” and the Wake-Up Transmitter 
42 is capable of sending signals to Wake-Up Receivers 22, 
TTOCs, or the like, for wake-up of GPS-RSIs 20. In at least 
one other embodiment (not shown), a gateway may include a 
Wake-Up Receiver 22 like those included in the GPS-RSIs 
20, either in place of or in addition to the Wake-Up Transmit
ter. In this embodiment, the Wake-Up Transmitter is further 
capable of sending signals to gateways 40.

The gateway 40 facilitates communication between one or 
more wireless networks, formed using the gateway 40 and 
one or more of the GPS-RSIs 20 as communication nodes, 
and the external network 16. As such the gateway 40 further 
includes one or more appropriate connections for communi
cating with such an external network 16, such connection 
including but not limited to a network interface for mobile
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phone, WiFi, two-way radio, secure radio links, Ethernet, 
and/or satellite communications. Each gateway 40 thus 
serves as an access point for communications with the exter
nal network 16. Electronic communication between the net
work interface and the external network 16 may be exchanged 
wirelessly in some embodiments of the invention and by way 
of a cabled connection in other embodiments.

The external network 16 may include wired or wireless 
communications using any of the foregoing technologies or 
combination thereof, as well as any other appropriate com
munication technologies. Additionally, the external network 
16 may incorporate use of the Internet or some other wide 
area network.

The GPS-RSIs 20 are programmed to communicate 
directly with the gateway 40 or to communicate via hopping. 
Because the GPS-RSIs 20 can hop between one another to 
reach a gateway 40, fewer gateways 40 are needed to cover an 
area. The gateway 40 communicates with the server 14, which 
is disposed on and/or connected to the external network 16.

The server 14 is responsible for numerous functions in 
detecting the presence of a GPS denial device. For example, 
as described below, the server 14 extracts GPS parameters 
from each GPS-RSI 20 and compares such extracted param
eters with historical parameters. The server 14 also acts as an 
application interface and provides control for the GPS receiv
ers 24 and any other sensors communicatively connected to a 
GPS-RSI 20 via sensor interface 30.

Some of the components of the detector system 10 are 
disclosed in further detail in the incorporated references. In at 
least some embodiments, the present invention relates to use 
of such components in implementations involving GPS 
denier detection and/or selective GPS jamming.

Advantageously, the system of FIG. 1 has the ability to 
determine or detect whether a GPS denial device is present so 
that it can be identified and knocked out by military action and 
has the ability to find a GPS denial device based on the effect 
that it is having on multiple GPS receivers disposed in a 
particular area.

An RSI with an associated GPS receiver is relatively inex
pensive and may be housed within a relatively small form 
factor. Accordingly, such RSI-GPS receiver combinations 
may be deployed on a large scale due to the relatively low 
expense and size of the combination. Further, the small size 
renders the combination relatively inconspicuous and easily 
disguisable, which is particularly advantageous in military 
applications.

FIGS. 6-9 are block diagrams of detector systems in accor
dance with multiple preferred operational modes of a system 
of the present invention. For example, FIG. 6 illustrates a first 
operational mode in which a detection system 10 is used to 
detect the presence of a GPS denial device 60 in an area of 
interest 50. In the first operational mode, the detection system 
10 once again comprises a plurality of GPS-RSIs 20, a gate
way 40, an external network (not shown) and a server (not 
shown). As shown, the GPS-RSIs 20 and the gateway 40 are 
the communication nodes of an ad hoc wireless network.

In operation, the system of FIG. 6 is able to detect the 
presence of the GPS denial device 60 as follows. On an 
ongoing basis, the GPS receivers 24 accept GPS radio signals 
from GPS satellites (not shown). Based on such signals, the 
GPS receivers 24 determine positional parameters such as 
latitude, longitude, and altitude. GPS receivers 24 may also 
determine, or be used to determine, parameters such as signal 
velocity, signal strength, satellites in view, and various other 
information related to received GPS radio signals. A micro
processor or the like (not shown) in each GPS-RSI 20 extracts 
the available parameters from the GPS receiver 24 associated

13
therewith and the GPS-RSI 20 uses its standards based radio 
26 to communicate the parameters to the server 14 via the 
gateway 40 and external network 16. If the GPS-RSI 20 is 
unable to communicate directly with the gateway 40, conven
tional hopping techniques may be used to communicate the 
parameters to the gateway 40 via one or more intermediate 
GPS-RSIs 20. As the server 14 receives GPS parameters from 
the GPS receivers 24 of the various GPS-RSIs 20, a software 
application stores the parameters in an appropriate location 
and format for later retrieval and examination.

GPS parameter data is preferably gathered on a regular 
basis, with the frequency being selected on the basis of one or 
more factors, such as accuracy, speed, bandwidth, data capac
ity, and the like. In the preferred embodiment, GPS parameter 
data is gathered at a frequency controlled by the server 14 
using the Wake-Up Transmitters 42 and Wake-Up Receivers 
22 to awaken the various GPS-RSIs 20 as desired. More 
specifically, when the server 14 (or the software application 
being executed thereon) determines that it is time to receive 
GPS parameter data from the GPS receiver 24 of a GPS-RSI 
20, the server 14 may control one or more gateways 40 to 
transmit, via their respective Wake-Up Transmitters 42, a 
wake-up signal appropriate to awaken the GPS-RSI 20. Such 
signals may be tailored to awaken a particular GPS-RSI 20, 
all GPS-RSIs 20 in a wireless network, or any subset thereof, 
as desired. Upon receiving such a wake-up signal, the Wake- 
Up Receiver 22 of the GPS-RSI 20 causes the GPS receiver 
24 and the standards based radio 26 to awaken, and the GPS 
receiver 24 is set into listening mode. After a sufficient dura
tion has passed for the GPS receiver 24 to gather radio signal 
information, the desired parameters are read out of the GPS 
receiver 24 and transmitted by the standards based radio 26 
for relay back to the server 14 for analysis.

If the gateway 40 is equipped with its own GPS receiver 24, 
then GPS parameters from the gateway GPS receiver 24 may 
likewise be gathered and relayed back to the server 14. In this 
regard, it may be desirable for the gateway 40 to be likewise 
equipped with a Wake-Up Receiver 22 in order to conserve 
power or to simplify operation of the system 10.

Optionally, other techniques or criteria may be used to 
awaken a GPS-RSI 20 or gateway 40. For example, other 
devices, such as a real-time clocks, or sensor triggers such as 
those based on motion, temperature, or humidity and option
ally gathered via the sensor interface 30, can also awaken the 
GPS-RSIs 20. Notably, with the wake-up technologies 
described above, radio standby time and receive mode cur
rents no longer drive battery requirements. Further, battery 
power is actually conserved because the GPS-RSI 20 has the 
ability to enable event-driven monitoring of GPS receivers 
24.

Parameters extracted from the receivers 24 at any particular 
time can be compared to previously extracted, historical 
parameters, which are stored at the server, to deduce whether 
a jammer 60 is present. More specifically, algorithms may be 
used to determine when newly-received GPS parameter data 
is likely corrupted by the operation of a nearby GPS denial 
device 60. If the server 14 determines that a GPS denial device 
60 appears to be present in the vicinity of a GPS-RSI 20, 
appropriate information may be relayed back to the GPS-RSI 
20, to one or more other GPS-RSIs 20, to other nearby equip
ment (not shown), or in any other way appropriate for noti
fying the equipment and/or a user as to the presence of a GPS 
denial device 60 operating nearby. In addition, or alterna
tively, appropriate information may be relayed to unrelated 
personnel or equipment in any location. For example, in mili
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tary operations, if a GPS denial device 60 is discovered, it 
may be desirable to order an air strike targeting the GPS 
denial device 60.

FIG. 7 illustrates a second operational mode in which a 
detection system 10 is used to detect the direction of a GPS 
denial device 60 in an area of interest 50. In the second 
operational mode, the detection system 10 once again com
prises a plurality of GPS-RSIs 20, a gateway 40, an external 
network (not shown) and a server (not shown), and as shown, 
the GPS-RSIs 20 and the gateway 40 are the communication 
nodes of an ad hoc wireless network.

GPS denial devices 60 tend to be directional, so informa
tion about the status of GPS receivers 24 and their relative 
positions can be used to determine the location of a GPS 
denial device 60. More particularly, the difficulty encoun
tered by the GPS receiver 24 in calculating an accurate posi
tion may be used as a rough indicator of the proximity of a 
GPS denial device 60. For example, if  the server 14 deter
mines, based on a comparison of current GPS parameter data 
to historical GPS parameter data, that a GPS receiver 24 is 
denied or prevented from calculating a position altogether, 
the likelihood of a GPS denial device 60 being relatively near 
that GPS-RSI 20 is high. If the server 14 determines that a 
GPS receiver 24 is able to calculate a partial position or a 
position close to its previously-determined, historical, posi
tion, the GPS receiver 24 is likely further away from the GPS 
denial device 60.

In this regard, FIG. 7 illustrates a first region (“Region A”) 
52, defined generally as a region in which GPS receivers 24 is 
denied or prevented from calculating a position altogether, 
and a second region (“Region B”) 54, defined generally as a 
region in which GPS receivers 24 are able to calculate at least 
a partial position but for which the calculation is adversely 
affected by a GPS denial device 60. The GPS-RSI 20 labeled 
“G-R #2” is shown to be disposed in Region A 52, while the 
GPS-RSIs 20 labeled “G-R #3” and “G-R #4” are shown to be 
disposed in Region B 54.

Using this phenomenon, recent positional parameters can 
thus be compared to previously determined positional param
eters to determine the general direction of a GPS denial 
device 60. More specifically, the general direction of a GPS 
denial device 60 may be visualized by drawing an imaginary 
arrow 56 starting from a GPS receiver 24 with a partially 
erroneous position (such as “G-R #3” and “G-R #4”) and 
drawn through to a GPS receiver 24 (such as “G-R #2”) that 
is denied a position calculation altogether. Such an arrow 56 
points generally in the direction of the GPS denial device 60. 
Other GPS parameters can be studied to determine likely 
proximity of a GPS receiver 24 relative to a GPS denial device 
60, thereby providing a distance estimate in addition to a 
directional estimate. Similar techniques can be used if the 
radio receiver is something other than a GPS receiver 24.

FIG. 8 illustrates a third operational mode in which a 
detection system 10 is used to detect the presence or direction 
of a GPS denial device 60, in an area of interest 50, utilizing 
network assistance in calculating GPS parameters. Such an 
operational mode may be useful in certain environments, 
such as urban environments, jungle canopy, mountainous 
regions and high multi-path environments, in which standard 
GPS receivers 24 frequently have difficulty generating accu
rate GPS parameters independently.

In this operational mode, the detection system 10 once 
again comprises a plurality of GPS-RSIs 20, a gateway 40, an 
external network (not shown) and a server (not shown), and as 
shown, the GPS-RSIs 20 and the gateway 40 are the commu
nication nodes of an ad hoc wireless network. Pertinent infor
mation such as Ephemeris, Almanac, GPS time, approximate
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location, satellites that should be in view, and the like is 
determined by a GPS receiver 24 known to be reliable, such as 
a GPS receiver 24 located at a gateway 40 known to be 
uncompromised and uncorrupted, and/or provided by the 
server 14. Using the standards based radios 26 on the respec
tive devices, the information thus developed is then down
loaded from the gateway 40 to the GPS-RSI 20 that is encoun
tering difficulty in determining GPS parameters accurately.

Using the downloaded information, the GPS receiver 24 
may then be able to calculate its position and other GPS 
parameters accurately without relying solely on the GPS 
radio signals it receives from the GPS system. If so, then the 
GPS parameters may be relayed back to the server 14 as 
described previously, and using the newly-calculated GPS 
parameters as historic data, the GPS receiver 24 may then be 
restarted to determine the effects, if  any, of a GPS denial 
device 60.

FIG. 9 is a block diagram of a GPS denial system 70 in 
accordance with a preferred embodiment of the present 
invention. The detection system 70 comprises a plurality of 
remote sensor interfaces, each of which includes a GPS 
denier 84 integral therewith (each a “denial RSI”) 80, at least 
one gateway 90, an external network 16 and a computer 
management system 14. The denial RSIs 80 and the gateway 
90 each comprise a communication node in one or more ad 
hoc wireless networks, some of which are described further 
hereinbelow.

The computer management system or server 14 and exter
nal network 16 may be similar to those of FIG. 1, described 
above, except that the computer management system (again 
referred to generally as a “server”) 14 has different or addi
tional functionality as described below. Also, as with the 
system 10 of FIG. 1, the server 14 may be physically co
located with the gateway 90, thereby foregoing the need for 
the external network, and the combination of a gateway 90 
with a server 14 in a unitary component is sometimes referred 
to as a “gateway controller.”

Turning now to FIG. 10, a denial RSI 80 according to the 
present invention is diagrammatically shown to include: a 
Wake-Up Receiver 22 for receiving wireless signals, a GPS 
denier 84 for jamming enemy GPS receivers (not shown), a 
standards based radio 26 for two-way wireless communica
tions with, for example, one or more other denial RSIs 80 
and/or one or more gateways 90, and an electrical power 
source 28, such as a battery. As shown in FIGS. 10 and 11, the 
GPS denier 84 is incorporated directly into the denial RSI 80, 
and as such a separate interface between the respective 
devices is not illustrated. Although not shown, a GPS denier 
84 alternatively may be physically separated from, but asso
ciated with, the other portions of a denial RSI 80, thereby 
providing generally similar functionality to the arrangement 
depicted in FIG. 10. In this regard, the GPS denier 84 and the 
other portions of the denial RSI 80 may be contained in 
separate housings, and electronic communication between 
the GPS denier 84 and the other portions of the denial RSI 80 
are exchanged wirelessly in some embodiments of the inven
tion and by way of a cabled connection in other embodiments.

As with the GPS-RSI 20, the denial RSI 80 may further 
include a sensor interface 30 for acquiring data from one or 
more sensors associated with the denial RSI 80. The sensor 
interface 30 is similar to, and provides similar functionality 
as, the sensor interface 30 of the GPS-RSI 20. The standards 
based radio 26 and Wake-Up Receiver 22 are also similar to 
those of the GPS-RSI 20, and like the GPS-RSI 20, reduction 
in unnecessary power consumption may also be achieved by 
utilizing common designation ad hoc networks such as, for 
example, class-based networks.
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Turning now to FIG. 11, a gateway 90 may include: a 
Wake-Up Transmitter 42 for transmitting wireless signals, a 
standards based radio 26 for two-way wireless communica
tions with one or more denial RSIs 80 and/or one or more 
other gateways 90, and an electrical power source 48, such as 
a battery. The gateway 90 may also include a GPS denier 84 
for jamming enemy GPS receivers and/or a sensor interface 
30 for acquiring data from one or more sensors associated 
with the gateway 90. Other than the GPS denier 84, the 
components of the gateway 90 may be generally similarto the 
corresponding components of the gateway 40 of FIG. 5.

In like manner to the gateway 40 of FIG. 5, the gateway 90 
of FIG. 11 facilitates communication between one or more 
wireless networks, in this case formed using the gateway 90 
and one or more of the denial RSIs 80 as communication 
nodes, and the external network 16. As such the gateway 90 
once again further includes one or more appropriate connec
tions for communicating with such an external network 16, 
such connection including but not limited to a network inter
face for mobile phone, WiFi, two-way radio, secure radio 
links, Ethernet, and/or satellite communications. Like the 
gateway of FIG. 5, each gateway 90 thus serves as an access 
point for communications with the external network 16. Elec
tronic communication between the network interface and the 
external network 16 may once again be exchanged wirelessly 
in some embodiments of the invention and by way of a cabled 
connection in other embodiments.

The denial RSIs 80 are programmed to communicate 
directly with the gateway 90 or to communicate via hopping. 
Because the denial RSIs 80 can hop between one another to 
reach a gateway 90, fewer gateways 90 are needed to cover an 
area. The gateway 90 communicates with the server 14, which 
in at least one embodiment is disposed on and/or connected to 
the external network 16, and in at least another embodiment is 
physically co-located with the gateway 90 as stated previ
ously.

The server 14 is responsible for numerous functions in 
controlling the operation of the GPS deniers 84. For example, 
as described below, the server 14 may send messages or 
signals to the gateway 90, or to the denial RSIs 80 via the 
gateway 90, to activate or deactivate one or more of the 
respective GPS deniers 84. In this regard, common designa
tion networks may be utilized to control one GPS denier 84 or 
gateway 90, all the GPS deniers 84 and gateways 90, or any 
subset thereof. The server 14 may also track location infor
mation about the respective denial RSIs 80 and/or gateway 
90, thereby facilitating the localizeduse of the respective GPS 
deniers 84 as desired. In this regard, GPS parameters may be 
used to track the location of the denial RSIs 80 and gateway 
90. Such GPS parameters may be developed, for example, but 
not limited to, through the use of GPS receivers located at or 
near the denial RSIs 80 and/orgateway 90. In this regard, GPS 
receivers such as the GPS receivers 24 described above may 
be associated with the respective denial RSIs 80 as described 
hereinbelow.

FIG. 12 illustrates a fourth operational mode in which a 
GPS denier system 70 is used to control selected denier RSIs 
80 so as to create a corridor of reliable GPS operation, in an 
area of interest 50, that is free from the effects of friendly GPS 
deniers 84. In the fourth operational mode, the detection 
system 70 once again comprises a plurality of denier RSIs 80, 
a gateway 90, an external network (not shown) and a server 
(not shown), and as shown, the denier RSIs 80 and the gate
way 90 are the communication nodes of an ad hoc wireless 
network.

In FIG. 12, the denier RSIs 80 labeled “DENIER-RSI #1” 
and “DENIER-RSI #5” are shown to have active GPS deniers

84, while the remaining denier RSIs 80 are shown in thave 
inactive GPS deniers 84. As such, a corridor of reliable GPS 
operation, represented generally by arrows 58, is shown to 
exist in the region between the respective ranges of operation 

5 of “DENIER-RSI #1” and “DENIER-RSI #5.” Localized 
GPS denial is thus provided in the regions around “DENIER- 
RSI #1” and “DENIER-RSI #5” while troop movement, such 
as in the direction of the arrows 58, is permitted through the 
corridor, without GPS receivers carried by such troops being 

to affected by those deniers 84. As stated previously, the selec
tion of particular denial RSIs 80 to be activated or deactivated 
may be controlled by the server 14, and the locations of the 
denial RSIs 80 are preferably tracked by the server 14 so as to 
provide useful locational information to friendly parties as 

15 appropriate.
Significantly, one or more aspects of a GPS detection sys

tem 20 and a GPS denier system 70 may be combined in a 
single GPS detection and denial management system 110, as 
represented in FIGS. 13-17. Optionally, but not necessarily, 

20 such a system 110 may make use of combined GPS detection/ 
denial RSIs 120 and/or combined GPS detection/denial- 
equipped gateways 140. Combined GPS detection/denial 
RSIs 120 include both a GPS receiver 24 and a GPS denier 84, 
as those components are described previously, and combined 

25 GPS detection/denial-equipped gateways 140 likewise 
include both a GPS receiver 24 and a GPS denier 84, wherein 
the respective GPS receiver 24 and a GPS denier 84 may be 
operated independently, preferably under the control of a 
server 14. Furthermore, such a system 110 may include mul- 

30 tiple gateways 40, 90, 140, each of which may be connected 
to the server 14 via an external network 16.

FIGS. 13 and 14 are block diagrams of a combined GPS 
detection/denial management system 120 in accordance with 
another preferred embodiment of the present invention. More 

35 particularly, FIG. 13 illustrates a fifth operational mode in 
which GPS-equipped RSIs 20, 120 and GPS-equipped gate
ways 40,140 form ad hoc wireless networks that are separate 
from ad hoc wireless networks formed by GPS denier- 
equipped RSIs 80, 120 and GPS denier-equipped gateways 

40 90,140, while FIG. 14 illustrates a sixth operational mode in 
which ad hoc wireless networks are formed that include GPS- 
equipped RSIs 20, 120, GPS denier-equipped RSIs 80, 120, 
GPS-equipped gateways 40, 140 and GPS denier-equipped 
gateways 90,140. In each operational mode, it is assumed that 

45 one ormore enemy GPS denial devices 60 are operating in the 
vicinity of the system 120. In FIG. 13, the combined GPS 
detection/denial-equipped gateway 140 and a first of the GPS 
denier-equipped RSIs 80 have been activated, while in FIG. 
14, the combined GPS detection/denial-equipped gateway 

50 140 and the first GPS denier-equipped RSI 80 have been 
deactivated, while a second GPS denier-equipped RSI 80 and 
the combined GPS detection/denial RSI 120 have been acti
vated.

Notably, communications between the various devices 20, 
55 40, 80, 90, 120, 140 are maintained, via their respective 

standards based radios 26, regardless of whether the respec
tive associated GPS receivers 24 are being jammed or other
wise disrupted. Further, it will be appreciated that in at least 
one embodiment, the fifth and sixth operational modes are 

60 merely variations of the same operational mode, wherein the 
types of devices that are included in a particular ad hoc 
network may be controlled using different designations in a 
common designation ad hoc network, as described previ
ously.

65 FIGS. 15-18 i llu s tra te  a n  ex em p la ry  sev en th  o p era tio n a l 
m o d e  in  w h ic h  a  c o m b in e d  GPS d e tec tio n /d en ia l m a n a g e 
m e n t sy s tem  120 is  d ep lo y e d  an d  u tiliz e d  as a  ta c tica l m ea-
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sure. Such a deployment methodology may be utilized, for 
example, when it is desired to search an area of interest for 
enemy GPS denial devices 60 for the purpose of identification 
and possible tactical measures against the GPS denial devices 
60, or when it has already been established that such devices 
60 are operating and additional identification and possible 
tactical measures are desired. As shown in FIG. 15, gateways, 
such as combined GPS detection/denial-equipped gateways 
140, may be set up in the area of interest, or, if  available, 
pre-existing gateways may be utilized. Next, as shown in FIG. 
16, a multitude of GPS-equipped RSIs, which are preferably 
combined GPS detection/denial RSIs 120, are deployed in the 
area of interest. Deployment may be achieved via air drop, by 
land vehicle, by personnel traveling on foot, or by any com
bination thereof. Pre-existing RSIs, including any combina
tion of RSI devices 20, 80, 120, may likewise be utilized.

Once deployed, each of the GPS-equipped RSIs 120 may 
be activated (if not previously activated) via one or more ad 
hoc wireless networks, as shown in FIG. 17, and GPS param
eters from the various GPS receivers 24, in both the RSIs 120 
and the gateways 140, may be transmitted back to the gate
ways 140. The GPS parameters are then communicated via 
the external network to the server (not shown). As will be 
apparent, hopping may be used to transmit the GPS param
eters from more remotely-located RSIs 120 back to the vari
ous gateways 140. If deployment has been successful, some 
of the GPS-equipped RSIs 120 are within range of the enemy 
GPS denial devices 60, while others are located out of range 
of such devices 60. The server 14 assesses all of the GPS 
parameter data, determining which RSIs 120 and which gate
ways 140 are within the vicinity of a GPS denial device 60 and 
where such GPS denial devices 60 are likely to be located. 
Such determinations may be accomplished using the tech
niques described hereinabove, including vicinity assessment, 
direction assessment, and network-aided correction and 
assessment. The server 14 is preferably capable of accumu
lating and combining all information thus developed. Further, 
the server 14 may provide various graphical user interfaces 
(“GUIs”) and/or other user interfaces (“UIs”) that may assist 
user in locating the GPS denial devices 60 and tactical plan
ning with regard an appropriate response to such GPS denial 
devices 60. As described previously, the server 14 may also 
provide appropriate information back to one or more of the 
RSIs 120, gateways 140, and/or other personnel, equipment, 
and the like.

As information about the location of the enemy GPS denial 
devices 60 is developed, an appropriate tactical response may 
likewise be developed. As shown in FIG. 18, some of the GPS 
deniers 84 may be activated, while others remain deactivated. 
Selection of GPS deniers 84 to be activated may be based on 
the tactical response chosen for dealing with the enemy GPS 
denial devices 60. The tactical response may include opera
tions intended to destroy one or more enemy GPS denial 
devices 60, to disrupt operation of one or more enemy GPS 
denial devices 60 using electronic techniques and the like, or 
other tactical strategies. An example of an electronic tech
nique is the use of conventional signal cancellation tech
niques, where a signal that is an exact inversion of a jamming 
signal produced by an enemy GPS denial device 60 is trans
mitted, thereby effectively destroying the jamming signal.

Further, in order to inhibit reliable operation of enemy GPS 
receivers that may be active in the area of interest, while at the 
same time permitting continued movement or operation of 
friendly forces in certain regions of the area of interest, using 
unaffected GPS receivers, the GPS deniers 84 that are acti
vated may be selected in order to achieve tightly-controlled 
corridors between the zones of coverage of both enemy and
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friendly GPS denial devices 60, 84. Such a corridor or region 
is illustrated in FIG. 18, extending from the lower left comer 
of the area of interest into the center of the area, and further 
extending from the center of the area toward the right-hand 
side of the area. GPS receivers in the corridor may accurately 
make position determinations. The corridor thus permits free 
movement or operation, using reliable GPS determinations, 
as part of a direct tactical response to the enemy GPS denial 
devices 60 as well as unrelated movement or operation by 
friendly forces. In summary, this technique, multiple GPS 
deniers 84 may be deployed with associated RSIs to create a 
patchwork of GPS deniers 84 to fit situational needs. Advan
tageously, precise deployment and control of GPS deniers 84 
allows defined areas to be selected for jamming without hav
ing to deny GPS access to a larger area.

With further regard to deployment tactics, other related 
approaches include putting GPS receivers 24 on robots, 
drones or other machines that can be moved throughout an 
area of interest. The GPS receivers 24 can be replaced with 
any radio receiver to determine the jamming effects on a 
receiver in an “area of interest”. Parameters from each of 
these receivers 24 may be different, but the comparison of the 
parameters by the associated server 14 enables the system 110 
to determine the extent of the jamming.

In addition to the advantages described previously herein, 
the present invention also provides benefits such as the ability 
to determine the type of GPS denial device 60 so that correc
tions can be made in the actual position, and improved sen
sitivity and diversity making detection of GPS denial devices 
60 more robust.

The techniques described herein may also be used to mea
sure the effectiveness of actions to remove known GPS denial 
devices 60. Through an iterative process, a system 110 such as 
that of FIGS. 15-18 can be utilized to repeatedly search an 
area of interest for adversarial GPS denial devices 60 after one 
or more tactical actions have been taken. This step can mea
sure the effectiveness of the tactical operation by determining 
whether or not the adversarial GPS denial devices 60 are still 
in operation. The step can also be help identify the presence 
and location of additional GPS denial devices 60 that had not 
been previously detected.

Any of the gateways 40,90,140 described herein may also 
or alternatively be carried on an airborne platform, such as an 
Unmanned Aerial Vehicle (UAV), airship, airplane, or the 
like. In this scenario, the gateway 40, 90,140 would commu
nicate to the various RSIs 20, 80,120 or land-based gateways 
40, 90, 140 via wireless LAN (Local Area Network) and 
communicate over a satellite back to a remote server 14. In at 
least one embodiment, a gateway controller (comprised of a 
gateway 40, 90,140 and a server 14) can also be mounted on 
the aerial platform and potentially provide database updates 
remotely.

Notably, at least some of the techniques described herein 
for locating enemy GPS denial devices 60 may likewise be 
utilized to identify monitor regions in which GPS reception is 
affected by friendly GPS deniers 84, to provide feedback 
regarding the effects of friendly GPS denial attempts, and the 
like.

Based on the foregoing description, it will be readily under
stood by those persons skilled in the art that the present 
invention is susceptible of broad utility and application. Many 
embodiments and adaptations of the present invention other 
than those specifically described herein, as well as many 
variations, modifications, and equivalent arrangements, will 
be apparent from or reasonably suggested by the present
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invention and the foregoing descriptions thereof, without 
departing from the substance or scope of the present inven
tion.

Accordingly, while the present invention has been 
described herein in detail in relation to one or more preferred 
embodiments, it is to be understood that this disclosure is only 
illustrative and exemplary of the present invention and is 
made merely for the purpose of providing a full and enabling 
disclosure of the invention. The foregoing disclosure is not 
intended to be construed to limit the present invention or 
otherwise exclude any such other embodiments, adaptations, 
variations, modifications or equivalent arrangements, the 
present invention being limited only by the claims appended 
hereto and the equivalents thereof.

What is claimed is:
1. A tactical GPS denial/denial detection system, compris

ing:
(a) a plurality of GPS detection/denial devices, each 

including:
(i) a GPS receiver for receiving radio signals from GPS 

satellites and determining parameters based on the 
signals received from the GPS satellites, the param
eters including positional parameters,

(ii) a GPS denier for disrupting reliable operation of 
GPS receivers, wherein the GPS denier may be selec
tively activated, and

(iii) a remote sensor interface adapted to extract the GPS 
parameters from the GPS receiver and to effectuate 
the activation of the GPS denier,

(iv) wherein the plurality of remote sensor interfaces are 
communication nodes in an ad hoc wireless network;

(b) a gateway, serving as a communication node in the ad 
hoc wireless network, that receives the extracted GPS 
parameters from one or more of the plurality of remote 
sensor interfaces and that communicates instructions to 
one or more of the plurality of remote sensor interfaces 
to selectively activate the GPS denier respectively asso
ciated therewith; and

(c) a computer management system, disposed in commu
nication with the gateway, that receives the extracted 
GPS parameters from the gateway and analyzes the GPS
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parameters to detect whether an active GPS denial 
device is present in the vicinity of the system, and further 
that controls the instructions communicated by the gate
way, thereby selectively controlling which GPS deniers, 
of the plurality of GPS deniers, are activated.

2. A method of deploying a GPS denial/denial detection 
system, comprising:

(a) deploying a plurality of a plurality of GPS detection/ 
denial devices in an area of interest, each including:
(i) a GPS receiver for receiving radio signals from GPS 

satellites and determining parameters based on the 
signals received from the GPS satellites, the param
eters including positional parameters,

(ii) a GPS denier for disrupting reliable operation of 
GPS receivers, wherein the GPS denier may be selec
tively activated, and

(iii) a remote sensor interface adapted to extract the GPS 
parameters from the GPS receiver and to effectuate 
the activation of the GPS denier,

(iv) wherein the plurality of remote sensor interfaces are 
communication nodes in an ad hoc wireless network;

(b) assessing the area of interest for adversarial GPS denial 
devices using the plurality of GPS receivers and the ad 
hoc wireless network;

(c) based on the assessment, determining a tactical opera
tion to be carried out against at least one adversarial GPS 
denial device; and

(d) selectively activating, using the ad hoc wireless net
work, one or more of the plurality of GPS deniers based 
on the determined tactical operation.

3. The method of claim 2, further comprising the step of, 
after carrying out the determined tactical operation, reassess
ing the area of interest for adversarial GPS denial devices 
using the plurality of GPS receivers and the ad hoc wireless 
network.

4. The method of claim 2, further comprising the step of 
establishing a corridor of operation in which GPS parameters 
may be determined accurately based on the locations of the 
activated GPS deniers, thereby facilitating tactical operations 
using the established corridor.
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